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Today’s Class Outline

» Upon successful of this lecture, you will know about:

- The approaches and techniques to model security threats of an information system and the benefits on

how they help system analysts to identify hidden security threats.

- Basic security models that could be helpful to protect an information system against security threats.
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Recap on What Are Security Threats

cyberbully'mg

Security Threats!
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 Security threat (n.) in computer engineering and science field is a set of harmful activities that could

potentially threaten computer users or systems.

The Internet Engineering Task Force (IETF) defines
“Security Threat” in RFC 4545 as "A potential for
violation of security, which exists when there is an entity,
circumstance, capability, action, or event that could

cause harm”.

The National Institute of Standardization and
Technology (NIST) defines “Security Threat” in NIST
SP800-160, Vol. 24 as "An event or condition that has
the potential for causing asset loss and the undesirable

consequences or impact from such loss”.



https://datatracker.ietf.org/doc/html/rfc4949
https://csrc.nist.gov/pubs/sp/800/160/v2/r1/final
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Types of Security Threats

Threat

Meaning/Example

Related Security Property

Identity Spoofing

An attempt to use someone else’s password to authenticate to services

as that person.

Authentication

Data Tampering

An attempt to modify data either the data at rest, or the data during

the trasmission.

Integrity

Repudiation An attempt to deny having performed data manipulation. Non-repudiation
Information An attempt to read user data without permission, or eavedrop a data Confidentiality
Disclosure communication channel.

Denial of Service

An attempt to provide flood of traffic to a system with the intention to

make it unavailable.

Availability

Elevation of

Privilege

An attempt to gain higher privilege to a less privilege account.

Authorization
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Weaknesses and Vulnerabilities Lead to Threats

« Security threats occurred when attackers exploit on system'’s weaknesses, or vulnerabilities to gain

some benefits.

" . .. . . Vulnerabili
A weakness is a condition in a software, firmware, 157

hardware, or service component that, under certain Vulnerability ety

circumstances, could contribute to the introduction of

vulnerabilities” — MITRE foundation.

“A vulnerability is a flaw in a software, firmware,
hardware, or service component resulting from a
weakness that can be exploited, causing a negative
impact to the confidentiality, integrity, or availability of an
Attacker

impacted component or components.” — MITRE

foundation.
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Security Threat Modeling Techniques

» Threat Modeling is a group of techniques or methods to identify potential threats to a target system.

* There are three main approaches, which are:

- Attacker Approaches: This group of approaches aims to identify who are the attacker, what are their intentions to

attack, and how they can exploit the system.

- Asset Approaches: This group of approaches aims to identify values of asset in the target system, and how attackers

can reach the asset.

- Software Approaches: This group of approaches aims to identify potential vulnerabilities that attackers are likely to

exploit in a software system, and how attackers can access to those vulnerabilities.



CMKL University 18-631: Introduction to Information Security

Security Threat Modeling Techniques (cont)
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Reference: A survey on the number of references using different threat analysis techniques [Tirpe and Poller, 2015]



CMKL University 18-631: Introduction to Information Security 8

1. Attack Tree Analysis

- Attack Tree Analysis formulates potential attacks on the target system in a tree structure, where tree roots are

attack goals along with their objectives, and leaf nodes are different ways to achieve those goals and objectives.

Level 0: Attack Goal

Attack Attack Attack

.. Objective 1 Objective 2 Objective 3

Level 1: Attack Objectives /\
Attack Attack
Method 1 Method 2
Level 2: Attack Methods
“&” node Intermediate
Intermediate or “dummy” node step
Asset Asset Asset Asset Asset

Attack 1 Attack 2 Attack 3 Attack 2 Attack 3
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1. Attack Tree Analysis (cont)

- Examples of An Attack Tree Analysis Result:

Obtain document

Steal document

Enter building c::EE%E documéEE::D
“directed and”
Enter undatec?ég:::)

“undirected and”

@act ivate alarm

Corrupt employee

@ibe employee Blackmail emplnyD
Unlock door

Unlock with
stolen key

Pass through
the door
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Goal
System
[ ]
1. Attac ree SIS (Cont’
° Oon Vo=
1
Application and
. Avaliability _Senvice control’ |
- Examples of An Attack Tree Analysis Result:
OR
i \ . i v
2 £ ' Application Layer [ [/ SAND
Fhysically Netw:‘;l;c Lkayer ! )
Darnage Coaling
Pumps
SAND
Break |
K ‘ Firewall | d
| Physical } |r:5v):3‘:1lzilte
layer Transport| 2 1 ety
Gather Black PO Break lication
information Compromise abotage pumps an hole ok ‘ Javec Firewall ’ X12 e
Perimeter Security for coolant pipes | ! g o ) ’
OR layer
worm L attack
hole ' OR 4 Exploit
attack 1 ’ Software
SUEEN OR Application
| | | Inject E?le':l?oen
false —= -
Place authorized Farce Entry CHU_SB Blow up messgae SYN TCP
P electrical pumps Flooding
insider in plant
damage Jam v
Signal TR
Exploit DOS etwor!
NAV Session Layer
Hijacking SAND Attack
| Exploit
Blackmail § MAC Authentication
e Backofr = Network
intimidate SAND Firewall
existing, cleared
employes " 0
P Session
Compromise Hijacking
Create trained Apply for Pass OoR I ACK
Flooding
agent employme SCreening § | ARP
proceduras Network Lpoisomng
Layer sniff PO TS,
Attack traffic
v for ip
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2. Fault Tree Analysis

 Fault Tree Analysis is similar to the attack tree analysis, but it is a top-down approach to identify the potential

component-level failures (basic events) that cause the system-level failures (top events) to occur.

Audit Failure
Event
And
Gate | |
Audit Objective Audit Process Audit Resource
Failure Failure Failure
Intermediate Event
N\
I I ’ Fall of Audit I
a ure
Objective Objective Objective
Unattainable Incorrect Unidentified RypelError J¥Pe N Erroxr
Elements
Failure of
Auditor
Conditionin Other
g Failure P
Event
Basic Basic System Error Is Svtin Error s
Event Event c:um'z:;:‘x’ Compliance/ vndutacond
Error D " Suitability
Exist Error Exists l |
Objective Objective Auditor Auditor

Ambiguous Obsolete Incompetent Unqualified
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2. Fault Tree Analysis (cont)

* Examples of Fault Tree Analysis Results:

Overheating of
motor

OR

l |

Over-use of Excessive
motor current F

0.02

l

Errorin
callibration

v v

Maotor running Moator running
for too long for too often




CMKL University 18-631: Introduction to Information Security

3. Abuse Case Analysis

- Abuse Case Analysis is the opposite technique of use case analysis (i.e., modeling use cases that users will

interact with the target system), which aims to identify cases that are considered abuse to the system.

Develop Exploit) Another Student’ s@

Demonstrate ExploiD Tamper With Scores >
Student Develop Defense > » Tamper With Exercise >
Demonstrate DefeD
< SetUpLab
< Vandalize Lab Host
< Tear DownLab Seript Kiddie
Administrator owse Exercise with Warez
Develop Exercise
= Browse Exercise with Scalpel

velop Exercise Scoring
( @mre Lab Host

Instructor
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4. Microsoft Secure Development Lifecycle

* Microsoft’s Security Development Lifecycle (MS SDL) Threat Modeling Tool is a well-known technique and
set of tools introduced by Microsoft to help model target systems, analyze threats from predictable categories,

and document them systematically.

¥ Microsoft Threat Modeling Toal (Preview) - [m] =

MICROSOFT MICROSOFT THREAT MODELING TOOL (PREVIEW)
hreat Model: | Feedback, Suggestions and |ssues |

Validate Diagram

Getting Started Guide

A step-by-step guide to help you get up

Create A Model Open A Model

Model your system by drawing diagram Open an existing model and analyze

(s). Make sure you capture important threats against your system; do not and running now.
details. worry, the tool will help you identify

them.

Template For New Models Recently Opened Models Threat Modeling Workflow
- Basic Web App NEW.im7 ~ 1. Select your template.
| Azure Threat Model Template(1.0.0.20) | |Bmwse..‘| Basic Web App MNEW.IM/ 2. Create your data flow diagram model,

Mew Threat Model.tm?

Library Sampletm7
Basic Web App Sample.tm7
QPP complete1$ filtered.tm7

Elmasb Am il mThennth dmdal A mel 30T b T

Mitigate Identify

Template Workflow
Create New Template Open Template Use templates to define threats
Define stencils, threat types and custom Open an existing Template and make t‘lhaE)afpp“citloni should look for.
threat properties for your threat model modifications to better suit your - Uetine stencils

. Define categories

. Define threat properties
. Define threat

. Share your template

3. Analyze the model for potential threats.
4., Determine mitigations.

v

from scratch. specific threat analysis.

[ R S VR ¥
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4. Microsoft Secure Development Lifecycle (cont)

* Microsoft’s Security Development Lifecycle (MS SDL) Threat Modeling Tool is a well-known technique and
set of tools introduced by Microsoft to help model target systems, analyze threats from predictable categories,

and document them systematically.

Step 1: Modeling the target system with a Data Flow Diagram (DFD)

0 o»
0o
[ ot e Compl e
o o B s External Entity
Human User K, 4 enernc La Tk Chent PI'OCSSS

Store (—

[E] s
R ] e sene

B vom

Store Process
Responses Results [ w2 serice
[ e tecasin
ClemertProperes
.

Trust
Data Store /\ \\Boundanes//

Data Flow ~ -
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4. Microsoft Secure Development Lifecycle (cont)

* Microsoft’s Security Development Lifecycle (MS SDL) Threat Modeling Tool is a well-known technique and
set of tools introduced by Microsoft to help model target systems, analyze threats from predictable categories,

and document them systematically.

Step 2: The tool automatically analyzes the model against predefined sets of threats.

ﬂ New Threat Model™ - Microseft Threat Modeling Tool (Preview)
File Edit View Settings Diagram Reports Help

a W @ 9 ®Qa=

- The tool analyzes threats using the STRIDE
model: Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, and

Elevation of Privilege.

DFD entity ) T R | D E
External Entity X

D v Diagram ChangedBy ¥ LastModified  State v Title ¥ Category v Description ¥ Justification ¥ Interaction ¥ Priority

-
Diagram 1 Genera ted Not Started Spoofing the... Spoofing Human User... Comman ds High Data F I OW X X

0

1 Diagram 1 Generated Not Started Cross Site Scr...  Tampering The web serv... Comman: ds High

2 Diagram 1 Genera ted Not Started Elevation Usi...  Elevation Of...  Web Server... Comman ds High

3 Diagram 1 Generated Not Started Spoofing of D... Spoofing Generic Data.... Configuration  High D t St X X

4 Diagram 1 Genera ted Not Started Potential Exc...  Denial Of Ser... Does Web Se... Configuration High a a O re ( )

5 Diagram 1 Genera ited Not Started Spoofing of 5...  Spoofing Generic Data... Results High

6 Diagram 1 Genera ited Not Started Cross Site Scr...  Tampering The web serv... Results High

7 Diagram 1 Genera ted Not Started Persistent Cr...  Tampering The web serv... Results High P ro Ce SS X X X X X X
8

Diagram 1 Genera ted Not Started Weak Access...  Information..  Improper dat... Results High
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4. Microsoft Secure Development Lifecycle (cont)

* Microsoft’s Security Development Lifecycle (MS SDL) Threat Modeling Tool is a well-known technique and
set of tools introduced by Microsoft to help model target systems, analyze threats from predictable categories,

and document them systematically.

Step 3: The tool automatically generates a threat modeling report.

Threat MOdellng Report Interaction: Commands

Created on 7/31/2017 12:35:42 PM Diagram: D]agram 1
Threat Model Name:
Owner:

Reviewer:

Contributors:

Description:
Assumptions: = Category: Spoofing
E D d . —— Description: Human User may be spoofed by an attacker and this may lead to unauthorized access to Web Server Consider using a standard authentication
xternal Dependencies: E mechanism to identify the external entity.
Responses Resu :
Justification: <no mitigation provided >
Possible
Threat Model Summary: Diaaram 1 Diaaram Summarv: Mitigation(s):
9 9 ¥ SDL Phase: Design

Mot Started

e N . o
Not Started El 2. Cross Site Scripting  [State: Not Started] [Priority: High]

Mot Applicable 0 Not Applicable a
MNeeds Investigation 0 Needs Investigation 0 Category: Tampering
g N A o . Description: The web server 'Web Server' could be a subject to a cross-site scripting attack because it does not sanitize untrusted input.
Mitigation Imple =nted 0 Mitigation Implemented 0 Justification: <no mitigation provided>
Tota = Tota ] Possible Mitigation(s):
Total Migrated 0 Total Migrated 0 SDL Phase: Design
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4. Microsoft Secure Development Lifecycle (cont)

« An example of DFD, following the MS SDL's threat modeling tool.

i
1
1

Student

Student DB

N —

Student info
checking

Book availability

4 Employee

T

Library DB

#

Management

Report generation

i

18
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5. Taint Analysis Techniques

A commonly used tool for software security analysis, introduced by Funnywei (2003).

This technique tracks the flow of data throughout a program, including its manipulation processes.

Taint analysis operates in a tripartite manner, involving a source, a sink, and a sanitizer.

In a nutshell:
- Data from sensitive sources (e.g., private or potentially malicious inputs) is initially marked as tainted.
- Any other data influenced by this tainted data also becomes tainted.

For example, if x is a user input, then in y = x + 2, the variable y is also considered tainted.
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5. Taint Analysis Techniques (con)

* There are two types of taint analysis techniques: (1) Static Taint Analysis, and (2) Dynamic Taint Analysis

« Examine software (e.g., its intermediate code) or system
without the actual execution.
» For software and applications, STA is mostly carried out in
two-step manner:
» Disassembly the intermediate code.
« Conducting analysis on the resulting assembly code.
« The STA is difficult to combat malicious programs or

systems with strong evasion techniques.

Dynamic Taint Analysis

Examine software (e.g., its intermediate code) or system

during the actual execution in the live environment.

Conducting vulnerability analysis on software in cases
where the source code is not available, e.g., Commercial
Off The Shelf (COTS), the DTA approach is the ideal option.
The DTA approach is less practical for the system security

analysis.
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5. Taint Analysis Techniques (con)

* How to conduct Dynamic Taint Analysis (DTA) or set a taint tracking policy:
1. ldentify sources of taint - “Taint Seed"”
- What are we going to track?
= Untrusted input
= Sensitive Data
2. Specify taint policies - “Taint Tracker”
- Specify methods or criteria for taint propagations.
3. ldentify taint sinks - “Taint Assert”
* How do we consider the taint to be exploited?

= Special call (e.g., jump or goto statement), outside network, or external components.

21
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5. Taint Analysis Techniques (con)

* How to conduct Dynamic Taint Analysis (DTA) or set taint tracking policy:

- Example of a Taint Policy:

Taint Seed: Any input from an untrusted source is tainted.

Taint Tracker: For a binary operation, the taint of the

result is the OR of the taints of each operator input.

Taint Assert: Any goto statement can only go to an untainted address.

Input

t = IsUntrusted(Src)

getinput(src) 1t

BinOp

t1 = tlxq], tp = 7[x;]
X1 + X2 l tl V tz

Pgoto(ta) = ~lg
(Must be true to execute)
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5. Taint Analysis Techniques (con)

* How to conduct Dynamic Taint Analysis (DTA) or set taint tracking policy:

x = get input(

y = x + 42

goto y

Input

t = IsUntrusted(Src)

getinput(src) L t

Variable Tainted?

A
T

23
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5. Taint Analysis Techniques (con)

* How to conduct Dynamic Taint Analysis (DTA) or set taint tracking policy:

= Tainted A
_ . . Variable Value
X = get input(
X 7
y = x + 42
T
The input source is untrusted and Variable Tainted?
the input data is tainted.
goto y X True

getinput(src) L t
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5. Taint Analysis Techniques (con)

* How to conduct Dynamic Taint Analysis (DTA) or set taint tracking policy:

A
= Tainted
Variable Value
x = get input( X /
y 49
y = x + 42
T
Data derived from the tained input is Variable Tainted?
also tainted
goto y X True
y True

ti =1|lx4],t, = T|X
Taint Tracker BinOp 1 [ 1] 2 [x2]
x1 + xz ~L tl V tz
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5. Taint Analysis Techniques (con)

* How to conduct Dynamic Taint Analysis (DTA) or set taint tracking policy:

A
Variable Value

= Tainted

x = get input( X /

y 49
y = x + 42

T
Policy violation is detected! Variable Tainted?

X True
goto(y

y True

P,oio(ty) = —t
. goto\ta a
[EES (Must be true to execute)
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5. Taint Analysis Techniques (con)

* How to conduct Dynamic Taint Analysis (DTA) or set taint tracking policy:

X = get input(
y = x + 42
coto y/

Policy violation is detected!

= Tainted

In summary, this source code is vulnerable since it
allows an input from an untrusted source to

propagate to the special call statement

This kind of policy can be helpful for detecting buffer overflows:

strcpy (buffer, argv[1l])

return;
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5. Taint Analysis Techniques (con)

 Cautions for Conducting Taint Analysis:

False Negative: Key Value
Beware of a situation when a tainted variable is used to change a control flow. 1 Jan
Example:

if(x == 0) y = 0; else if(x == 1) y = 1;

(This situation is equivalent to x = y)

Tainted index into a hardcoded table: the value translation is not tainted by policy.

It is difficult to enumerating all sources of taint. Actual

True False

False Positives:

It is possible that the taint analysis can report a lot of tainted data and some of them

Prediction

are not actually tainted.
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A Summary of Threat Modeling Techniques

» Threat modeling techniques are aimed to identify hidden security threats that potentially occur in a target

system.
« The main target of security threats are the system itself, assets, or software application.

* The key expected outcomes of security threats are
1. Denial of Services — Make the target system unavailable or failure
2. Access to unauthorized parts — Make benefits from assets or information that should not be accessible.

3. Takeover the system or cause harmful events — Make chaotic activities that cause harmful to the system’s users or

information.

« Threat modeling techniques did not protect security threats directly. So, how to protect?
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Basic Security Models

* Security models are functional, protocol, or process models that are defined to ensure the alignment with

security goals.

» There are found classic security models that are typically discussed:
1. Bell-LaPadula Security Model
2. Biba Security Model
3. Clarke Wilson Security Model

4. Brewer-Nash Security Model
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1. Bell-Lapadula Model

 Bell-Lapadula Security Model was developed by two scientists, David Elliot Bell, and Leonard J. LaPadula, to

help maintaining the confidentiality of information.
* There are three important rules:

- Simple Confidentiality Rule (No Read Up), Star Confidentiality Rule (No Write Down), and Strong Star Confidentiality
Rule (No Read Write Up Down)

BELL - LAPADULA MODEL

NO READ UP NO WRITE DOWN NO READ WRITE UP DOWN

55@ 55@ 55@

g B g

SIMPLE CONFIDENTIALITY RULE STAR CONFIDENTIALITY RULE STRONG STAR CONFIDENTIALITY
( READ ONLY ) ( WRITE ONLY ) RULE  ( READ AND WRITE )
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2. Biba Model

- Biba Security Model was developed by a scientist, Kenneth J. Biba, to help maintaining the integrity of

information. It works the exact reverse of Bell-LaPadula security model.

* There are three important rules:

- Simple Integrity Rule (No Read Down), Star Integrity Rule (No Write Up), and Strong Star Integrity Rule (No Read
Write Up Down)

BIBA MODEL

NO READ DOWN NO WRITE UP NO READ WRITE UP DOWN

g g Layer of Higher e Yo Tl
/ / / Accuracy /E #J Fact
2_"@ 2_’@ 2—»@ <;> \[_—__8 L
\- \ \. Only User | t &—] Only User )
Layer of Lower L_/ . 6 umor
g @ g Accuracy The Inquirer

SIMPLE INTEGRITY RULE STAR INTEGRITY RULE STRONG STAR INTEGRITY RULE
( READ ONLY ) ( WRITE ONLY ) ( READ AND WRITE )
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3. Clarke Wilson Model

 Clarke Wilson Security Model is a highly secured model where the accessibility scope of each item within a

target system is carefully evaluated.
» There are three entities in this model: , Constrained Data Items, and Unconstrained Data Items.
 There are two components: Transformation Processes, and Integration Verification Processes.

CLARKE WILSON
SECURITY MODEL

UNCONSTRAINED CONSTRAINED
DATA ITEM DATA ITEM
INTEGRATION x

PROCESS

TRANSFORJ

[ VERIFICATION

33
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4. Brewer-Nash Model

- Brewer-Nash Security Model, or Chinese Wall Model defines how to control read and write access based on

the "conflict of interest”’ rules.
» Once a subject accesses a data object, he/she are automatically assigned into a group.

* From then on, the subject can only access objects of the same group.

Company A (CD) ~ Company B (CD)
Corporation Data (O) .\ . Corporation Data (O)
’ Corporation Dmuﬂ Corporation Dm;| .::%\‘ Corporation Data (0)\| Corporation Dalaj‘
S5

Conflict of Interest?
(COl)
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Gl

End of the Lecture

Please don't hesitate to raise your hand and ask questions if
you're curious about anything!
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Assignment 1:

Assignment Objectives:

1)

This assignment aims to
evaluate your skills to
understand and apply threat
modeling techniques in a real-

world situation.

This assignment aims to
validate that you understand
syntaxes and semantics of
threat modeling techniques
and can use them correctly

and properly.
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Threat Analysis on a Target System

Assignment Instruction: This assignment is counted towards 5% of your overall grade.

1

[1 Point] Students must select an information system that has full functionalities to process
personal information. Write a section to describe the target system by answering the
following questions: What is the main purposes of this system? How many entities or
components involved in the operation of this system? What are information objects flew or

used in the target system? How sensitive are these information objects?

[2 Points] Students must select one of the threat modeling techniques discussed in this
course to analyze the target system. Wri

selection of the threat modeling technique selected. It should cover: Why do you think this
technique is the most suitable? Why are other techniques not suitable? Can this technique

identify all hidden security threats?

[2 Points] Students must conduct an analysis on the target system by using the selected

technique. Write a section to describe the following topics: Step-by-step procedure you

used and what are intermediate results, the final analysis outcomes (i.e., how many security
threats are potential to be exploited?), the criticisms of the selected technique after use (i.e. Is

it satisfying the requirements for threat modeling? Is it still the most suitable?).
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